Every day large amounts of event streams are created in the Internet of Things (IoT). A lot of these events include or refer to personal data, which need to be protected. Awareness of privacy issues in IoT-based event streams has risen, particularly since the General Data Protection Regulation (GDPR) was put into force. Among other things, it requires organizations to consider privacy throughout the whole data lifecycle, from collection and processing to deletion. Systems that exploit IoT-based event streams, however, require fundamentally new practices for privacy-by-design or privacy-by-architecture development that are different from those for conventional information systems in terms of user-centered access control and identity management. In the past, the focus of privacy considerations in system design was often on the protection of data that directly relate to a person, i.e. salary, email address, or customer number. With IoT-based event streams, privacy-aware system design faces plenty of new challenges. Such streams continuously produce an infinite number of heterogonous events that are highly dependent on each other and can occur concurrently, alternatively, or independently. Stream processing systems aim to identify meaningful knowledge and process-related information from event streams in real-time, thereby creating threats to personal privacy. This calls for techniques for data analytics over IoT-based event streams with provable data protection through privacy guarantees.
